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EXECUTIVE SUMMARY 

This is a summary of the RESTREINT UE report D1.2 Report on security and training 
requirements. 

D1.2 reports on the interviews and consultation that has taken place in this task to identify 
the training requirements of security and emergency personnel with regards to responding to 
threats, specifically those identified in D1.1.  

A methodology is also used to establish the training needs. In order to do that in an effective 
way, the organization is asked to analyse its training requirements and look at the 
operational needs and threats, job descriptions and the current knowledge and doctrine.   

The end users that would most benefit were identified as staff at a scene or waiting to play 
their part once the scene was under control, i.e.  

• firearms officers,  

• security officer armed and unarmed 

• exhibit forensic officers,  

• senior investigating officers,  

• police officers,  

• counter terrorism officers,  

• officers for cordons PCSO, paramedics,  

• security personnel, 

• fire rescue services  

The analysis of current training and provides concluded that their current training would 
benefit from this type of tool developed by the AUGGMED project and that it would 
complement the current training methods. 

The training requirements have been defined and compared with the current training 
procedures and protocols in order to establish a consistent training framework. The results of 
this analysis can be summarised as  

Firearm officers and firearms training 
An Authorised Firearms Officer (AFO) is a British police officer who has received training, 
and is authorised, to carry and use firearms. All police forces in the United Kingdom (UK) 
have an AFO selection process.  

Candidates are required to gain approval from their superiors before embarking on a series 
of interviews, psychological and physical fitness tests, medical examinations and 
assessment days, before permission to commence firearms training is given.  

Once authorised, AFOs must pass regular refresher training and retests in order to maintain 
their authorisation. Failure to meet the required standards can result in the officer having 
their firearms authorisation revoked.  

AFO’s take part in training and training exercises very frequently. This training is very 
comprehensive, robust and military in style. Officers are subject to this training every 10 
weeks on a modular basses. This maintains the officer’s authority and meets the national 
standards. The current training can only simulate certain scenarios and gaps in training were 
officer or public safety has to be considered cannot be always trained. Exercises do not take 
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place in crowded places where people are present at the time of the exercise. This reduces 
the opportunity to train for reality and relies on real incidents to consolidate learning.  

First Responders  
 A first responder is an employee of an emergency service who is likely to be among the first 
people to arrive at and assist at the scene of an emergency, such as an accident, natural 
disaster, or terrorist attack. First responders typically include police officers, firefighters, 
paramedics, and emergency medical technicians.  

First responders must be trained to deal with a wide array of potential medical emergencies. 
Because of the high level of stress and uncertainty associated with the position, first 
responders must maintain physical and mental health. Even with such preparation, first 
responders face unique risks of being the first people to aid those who have fatally and badly 
injured. First responders are professionally trained in both traditional classroom and practical 
course designed to give them the skills to save life. The traditional methods of training find it 
hard to explore trainee’s emotional response to major incidents as they often take place in a 
controlled arena. There is need for a more immersive experience where trainees have to 
follow process and procedure in a realistic training environment.   

Identification and prioritisation of casualties including initial diagnosis and assignation of a 
tag. There are four initial tags Black, red yellow and green. Once these casualties have been 
evacuated to a second arena the AMP (Advanced Medical Post) which is in a cold zone. 
They are then given an in depth examination. Advance triage (stabilization) using the 
ABCDE approach, trainees determine the priority to get treatment and to be evacuated. 
They point out patients with compromised or potentially compromised Airway, Breathing or 
Circulation problems. Much of this is verbalised and checked by the trainer however the 
casualty must have a colourer tag attached to them and it must be the same casualty as was 
first identified. 

Public Order / Firearms Tactical Advisor 
The objective of the Tactical advisor is to follow the national decision making model (NDM) 
with regard to giving advice to the commander on threat assessment, tactical options, 
legislation using incoming information and intelligence. As the information and intelligence 
change, the advisor must adjust their advice accordingly. 

The current training in this area is out dated and lacks a realistic up to date threat. This 
training is about observing an incident and giving advice based on the NDM. This would 
need little or no interaction with the environment just a storyboard and an opportunity to 
observe a scene such as a transport hub with crowds of people moving around it. 

Senior investigation training (SIO) and Evidence Gathering training  
The golden hour is the term used for the period immediately after an offence has been 
committed, when material is readily available in high volumes to the police. 

Positive action in the period immediately after the report of a crime minimises the amount of 
material that could be lost to the investigation, and maximises the chance of securing the 
material that will be admissible in court.  

Once a threat has been neutralised and the hot zone has becomes warm/cold officers can 
begin applying the golden hour principles and begin the gathering of evidence. Material 
generated by the offence may present itself in a number of different formats, and the 
investigator will aim to gather as much material as possible. Any tangible object would be 
gathered and forensically bagged and recorded. Intangible objects such as sound or images 
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can be converted and reproduced into a format (e.g., video or audio recordings) that can be 
used as evidence. 

The training for this is spread across many courses over many years and brings together 
skills first learnt at probationary training and skills from courses were specialist skills are 
trained. All ranks are trained in golden hour principles and how to preserve a scene. The 
level of competence differs by experience, rank and role. Officers would benefit from better 
opportunities to experience more complex scenes were their emotional and decision making 
skills could be tested. Both tangible and intangible objects if visible to the trainee could be 
verbalised and trainers could assess the abilities of officers to determine relevance to 
objects found.  

This type of training would also help to develop observational and assessment skills that is 
often part of everyday police work. It is expected that during the course of an officers duties 
that they will become involved in interactions where they ask a person in a public place to 
account for themselves. This can relate to their actions, behaviour, and presence in an area 
or possession of any object or thing. The AGGMED system would allow officers to verbalise 
what they see and make an informed decision to stop or describe what powers they would 
use to stop a person.  

This report provides input to the Evaluation measures and platform success criteria and 
AUGGMED platform specifications and architecture tasks.  
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